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Abstract

Passwords remain the dominant authentica-
tion mechanism across the web, even though
they are vulnerable to phishing, credential
stuffing, password reuse, and session hijack-
ing [1, 2|. Risk-Based Authentication (RBA)
addresses this limitation by evaluating contex-
tual signals during each login attempt, includ-
ing IP address, geolocation, device fingerprint,
browser characteristics, login history, time of
day, and behavioral patterns |3, 4]. When risk
is low, the user experiences a normal login.
When risk is elevated, the system escalates to
a step-up challenge, such as a one-time pass-
word, a biometric prompt, a push notification,
or an account block.

This review synthesizes 35 sources from
2012-2025 across security, privacy, machine
learning, human-computer interaction, mobile
computing, cloud systems, and domain-
specific deployments. Three findings emerge.
First, machine-learning-based risk-scoring
methods, including Random Forests [5],
feed-forward neural networks [6], and deep
reinforcement learning [7], often outperform
classical probabilistic baselines when class
imbalance and threshold selection are care-
fully handled. Second, real-world deployment
remains limited: Gavazzi et al. 8] audited 208

popular websites and found that only 42.31%
supported any form of multi-factor authenti-
cation and only 22.12% blocked an obvious
account-hijacking attempt. Third, usability
and privacy challenges remain unresolved.
Users often rate RBA as more usable than
always-on two-factor authentication [9, 10].
However, notification confusion, recovery
deadlocks, administrator misconfiguration,
and privacy risks from device fingerprint-
ing continue to limit practical deployment
[11, 12, 13, 14].

Overall, the literature shows that RBA is
a technically mature and practical improve-
ment over password-only authentication. How-
ever, its success depends on broader deploy-
ment, stronger evaluation standards, privacy-
preserving risk signals, and user-centered
challenge-and-recovery design.
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1 Introduction

Authentication is the first line of defense for
most digital systems, but the most common
authentication mechanism remains the pass-
word. Passwords were designed as shared se-
crets, not as defenses against large-scale cre-
dential stuffing, phishing kits, automated ac-
count takeover, or stolen session tokens. Their
persistence creates the central problem that
Risk-Based Authentication (RBA) attempts
to solve: how can systems improve account se-
curity without adding unnecessary friction to
every login?

RBA matters because it aims to preserve
what makes passwords deployable while ad-
dressing what makes them dangerous. Instead
of replacing passwords outright, RBA adds
contextual judgment around them. A login
from a familiar device, network, and location
can proceed with minimal interruption. A lo-
gin from an unfamiliar device, an impossible
travel pattern, an unusual browser fingerprint,
or a suspicious network can trigger a stronger
challenge. This makes authentication adaptive
rather than static.

1.1 The Problem with Passwords

Bonneau et al. [1] showed why passwords re-
main difficult to replace. Although many au-
thentication alternatives improve security, no
proposed replacement satisfies the same com-
bination of usability, deployability, and famil-
iarity. Passwords survive not because they are
secure, but because they are cheap, universal,
easy to integrate, and already understood by
users and services.

That deployability comes with serious se-
curity weaknesses. Credential stuffing reuses
leaked username-password pairs across ser-
vices. Phishing steals credentials directly from
users. Session hijacking bypasses the login pro-
cess once an attacker obtains a valid token
[15, 2]. Password reset workflows also create
additional attack surfaces when recovery pro-

cedures are weak or inconsistent [2]. These
attacks exploit the same basic weakness: once
a system accepts a password, it often treats
the session as legitimate without enough con-
textual judgment.

Two-factor authentication (2FA) partially
addresses this problem by requiring an addi-
tional proof of identity, but always-on 2FA in-
troduces friction at every login. Users often ac-
cept this burden for high-value accounts, such
as banking, but resist it for routine services
[9, 10]. A better mechanism should add fric-
tion only when the risk justifies it.

1.2 What Risk-Based Authenti-
cation Does Differently

RBA supplements traditional authentication
with a dynamic risk score. Instead of treat-
ing every login attempt identically, the sys-
tem compares each attempt against expected
user behavior and environmental context |3,
4].  Common signals include IP address, au-
tonomous system number, geolocation, user
agent, browser and device characteristics, time
of day, login history, and behavioral biomet-
rics such as typing cadence, touch pressure, or
application-use patterns [5, 16].

When the attempt resembles prior legiti-
mate behavior, the login can proceed without
interruption. When it deviates from the user’s
normal profile, the system escalates to an addi-
tional challenge, such as an email code, push
notification, biometric prompt, or temporary
block [17]. This model turns authentication
into a context-aware decision process rather
than a one-time gate.

The gap between the RBA’s promise and
deployment is substantial. Gavazzi et al. [§]
audited 208 popular websites from the Tranco
top 5,000 that supported account creation and
found that only 42.31% supported any form
of MFA and only 22.12% blocked an obvious
account-hijacking attempt. Even when RBA
exists, it is often inconsistent across services
and account contexts [4, 18]. This suggests



that the RBA’s main challenge is no longer ba-
sic feasibility, but reliable, privacy-conscious,
and usable deployment.

1.3 Scope and Research Ques-
tions

RBA research spans security engineering, ma-
chine learning, human-computer interaction,
privacy, mobile computing, healthcare, cloud
infrastructure, and IoT. This review synthe-
sizes 35 sources from 2012-2025 to identify
what the literature currently shows and what
problems remain unresolved.
Three research questions guide the review:

1. What machine learning methods and data
sources are used for RBA risk scoring, and
how do they compare in accuracy, cost,
and generalizability?

2. How widely is RBA deployed in practice,
and what barriers prevent broader adop-
tion?

3. What security, usability, and privacy
trade-offs shape whether RBA systems
succeed in real environments?

2 Background and Signifi-
cance

2.1 Password Persistence and
Authentication Risk

Knowledge-based authentication has been the
dominant paradigm in computer security since
the early days of multi-user systems. Pass-
words are the most common implementation
of this paradigm and remain embedded in web-
sites, enterprise applications, cloud services,
and mobile platforms. Their staying power
is not accidental. Passwords require no spe-
cialized hardware, no biometric enrollment, no
identity federation, and no external authen-
ticator application [1|. For service providers,
passwords are easy to store, reset, and inte-
grate with existing login flows.

The same simplicity creates predictable
weaknesses.  Users reuse passwords, select
weak secrets, store credentials insecurely, and
fall for phishing attacks. Attackers exploit
password reuse through credential stuffing and
exploit recovery workflows through social en-
gineering or poorly designed reset logic [2, 19,
20]. Once a credential is accepted, many sys-
tems do not meaningfully distinguish between
the real user and an attacker who has obtained
the correct secret.

RBA is significant because it does not re-
quire abandoning passwords completely. In-
stead, it adds contextual evaluation around
an authentication process that users and
services already understand.  This makes
RBA more deployable than many password-
replacement schemes while still addressing at-
tacks that password-only systems cannot dis-
tinguish from legitimate access.

2.2 RBA Architecture

Most RBA systems follow a common struc-
ture. First, the service collects contextual
features during login. Second, it compares
those features to user-specific and population-
level baselines. Third, it computes a risk
score. Fourth, it maps the score to an authen-
tication response [3, 4, 16]. Low-risk logins
proceed normally; medium-risk logins receive
step-up authentication; high-risk logins may
be blocked.

The features used in RBA vary by domain.
Web services commonly use IP addresses, ge-
olocation, browser fingerprints, operating sys-
tems, screen resolutions, cookies, login history,
and time-of-day patterns. Mobile systems may
include accelerometer readings, gyroscope pat-
terns, app transition sequences, touch dynam-
ics, and device-specific signals [21, 22, 23]. En-
terprise and cloud systems may incorporate
role, resource sensitivity, network segment,
policy state, and organization-specific risk fac-
tors [24, 25, 26, 27].

Classical RBA systems often rely on prob-



abilistic models. These models estimate
whether a login context is common for the user
and uncommon for attackers. More recent sys-
tems use machine learning classifiers, includ-
ing Random Forests, support vector machines,
k-nearest neighbors, neural networks, and rein-
forcement learning [7, 6, 5|. These approaches
aim to detect unusual access patterns more ac-
curately than fixed rules. However, they also
introduce new issues: model opacity, training-
data dependence, class imbalance, computa-
tional cost, and inconsistent evaluation met-
rics.

2.3 The
Trade-off

RBA'’s value depends on the threshold design.
If the threshold is too strict, legitimate users
are challenged too often, which can make them
frustrated. If the threshold is too permissive,
attackers can pass without step-up authenti-
cation. Wiefling et al. [3] showed that small
configuration changes can significantly affect
both attacker detection and legitimate-user re-
authentication rates.

User studies show the same tension. RBA is
often perceived as more usable than always-on
2FA because it reduces unnecessary interrup-
tions [9, 10]. However, if users are never chal-
lenged, they may not perceive that the system
is providing any additional protection [9]. Ef-
fective RBA, therefore, needs not only accu-
rate scoring but also visible, understandable,
and trustworthy security communication.

The trade-off is not only an end-user issue.
Administrators must choose thresholds, esca-
lation actions, and recovery policies. Markert
et al. [13]| found that administrators can mis-
understand threshold semantics and rely heav-
ily on insecure defaults. This means that an
RBA system can be technically strong and still
fail in practice if its configuration interface
does not help administrators understand the
security and usability consequences of their
choices.

Security-Usability

2.4 Privacy and Contextual

Data Collection

RBA depends on contextual data that can
also expose sensitive user information. IP ad-
dresses, device fingerprints, geolocation data,
and behavioral traces can reveal where users
are, what devices they use, when they access
services, and how their behavior changes over
time. These signals improve account protec-
tion, but they also create privacy and compli-
ance concerns [11, 14].

Browser fingerprinting illustrates this ten-
sion. A detailed fingerprint can help detect
suspicious access, but it can also be used to
track users across sessions or services. Lin
et al. [15] showed that fingerprint-related as-
sumptions can become attack surfaces when
phishing pages collect and replay signals that
services treat as trusted. Wiefling et al. [14]
further showed that changes in browser iden-
tification mechanisms, such as the shift from
user-agent strings to Client Hints, can affect
both privacy and the quality of the RBA sig-
nal.

For this reason, privacy cannot be treated
as a secondary concern. A useful RBA system
should collect only the signals it needs, retain
them only as long as necessary, explain collec-
tion practices clearly, and prefer less invasive
signals when possible. Otherwise, RBA can
become a security mechanism that protects ac-
counts by creating a separate surveillance risk.

3 Related Work

Prior authentication research generally follows
two paths: replacing passwords or strength-
ening password-based systems with additional
controls. Bonneau et al. [1] provide a foun-
dational framework for the replacement path.
Their comparison of authentication schemes
shows why passwords persist despite clear
weaknesses. Many alternatives improve secu-
rity, but sacrifice deployability, cost, recover-
ability, or user familiarity.



RBA belongs to the second path. It does not
try to remove passwords from the ecosystem.
Instead, it recognizes that passwords will re-
main common and attempts to make password-
based authentication less brittle. This distin-
guishes RBA from passwordless approaches,
hardware-token schemes, and biometric-only
systems. RBA is best understood as an adap-
tive layer that can coexist with passwords,
2FA, biometrics, and account recovery work-
flows.

Real-world measurement studies show that
this adaptive layer is not yet common enough.
Gavazzi et al. [8] audited 208 popular web-
sites and found weak adoption of both MFA
and suspicious-login detection. Wiefling et al.
[4] found that deployed RBA behavior changes
across services and time. Makowski and P6hn
[18] found that major platforms differ signifi-
cantly in how they respond to suspicious logins.
Together, these studies suggest that RBA de-
ployment is fragmented and difficult to reason
about from the outside.

Banking research reflects similar inconsis-
tency. Karim et al. [19] reviewed authentica-
tion practices in online banking and found that
only a minority of the surveyed banks used be-
havioral risk scoring. This is notable because
banking is a high-value domain where stronger
authentication has obvious benefits. If RBA
adoption remains limited even there, the bar-
rier is likely not only technical performance
but also operational complexity, costs, regula-
tions, and user support burden.

A separate line of related work examines
continuous and context-aware authentication.
Mobile studies use touch, motion, application
usage, and sensor patterns to identify users
throughout a session rather than only at lo-
gin 21, 22, 23|. Cloud and enterprise studies
extend risk evaluation to resource access and
policy state [24, 25, 26, 27]. These systems
blur the boundary between RBA and broader
Zero Trust architectures, in which identity is
continuously evaluated, and access is adapted
to risk [28].

The privacy literature adds an important
counterbalance. Wiefling et al. [11]| argue
that RBA’s data collection practices are un-
derexamined relative to their security bene-
fits. Lin et al. [15] show that attackers can
exploit device-fingerprint assumptions. These
findings prevent the literature from treating
more data as automatically better. RBA im-
proves authentication by adding context, but
context is valuable precisely because it reveals
information about users.

4 Research Method

This paper uses a systematic literature review
as its research method. RBA spans multi-
ple research communities, including machine
learning, usable security, web measurement,
privacy, mobile computing, healthcare, cloud
infrastructure, and IoT. A review is appropri-
ate because no single empirical study captures
the full range of RBA’s technical methods, de-
ployment realities, and human factors.

The guiding research question was: What
are the current methods, data sources, and
usability-privacy trade-offs in RBA research,
and what open problems remain?

4.1 Search Strategy

We conducted keyword searches across Google
Scholar, ITEEE Xplore, the ACM Digi-
tal Library, and the USENIX open-access
archive.  Search terms included combina-
tions of “risk-based authentication,” “adap-
tive authentication,” “behavioral biometrics,”
“security-usability trade-off,” “anomaly detec-
tion authentication,” “continuous authenti-
cation,” “device fingerprinting,” and venue
names such as USENIX Security, ACM CCS,
NDSS, IEEE S&P, and ACM Transactions on
Privacy and Security.

The review prioritizes work from 2020-2025
to capture the recent shift toward machine-
learning-based RBA, while also including foun-
dational authentication work from 2012 on-



ward. We considered venue quality using
CORE and Scimago when applicable, but did
not restrict the corpus only to top-ranked
venues. Some relevant work appears in work-
shops, domain-specific journals, and system
papers, and is valuable because it addresses
implementation, privacy, or deployment barri-
ers rather than only model performance.

4.2 Inclusion Criteria

Sources were included when they met at least
one of the following criteria:

1. They proposed, evaluated, or imple-
mented an RBA or adaptive authentica-
tion system.

2. They measured real-world adoption of
MFA, RBA, suspicious-login detection, or
account recovery controls.

3. They studied user perception, usability,
notification design, or administrator con-
figuration for RBA-like systems.

4. They analyzed privacy, fingerprinting, or
contextual-data risks directly relevant to
RBA.

5. They provided the foundational authen-
tication context needed to explain why
RBA is necessary.

We extracted each source’s research method,
study design, dataset, population, authentica-
tion signals, model type, evaluation metrics,
security findings, usability findings, and pri-
vacy implications. We then grouped the re-
sults into three recurring themes: risk scoring
and machine learning; data sources and de-
ployment; and security, usability, and privacy
trade-offs.

4.3 Limitations

The main limitation is the scarcity of
production-scale RBA datasets. Many tech-
nical studies rely on small public behav-
ioral datasets, such as the CRAWDAD MPU
dataset with 42 wusers [7|] or the LiveLab

dataset with 35 users [22]. These datasets
are useful for controlled evaluation but do
not fully represent noisy, adversarial, long-
term production login streams. Another lim-
itation is publication bias: successful models
are more likely to be published than negative
or inconclusive results. To reduce this bias,
the review includes deployment measurement
studies, privacy analyses, administrator stud-
ies, and user-experience studies in addition to
model-performance papers [11, 8, 4, 12, 9, 29,
13].

A final limitation is that many deployed
RBA systems are proprietary. Major plat-
forms rarely disclose their exact features,
thresholds, models, or escalation logic. As a
result, black-box measurement studies are nec-
essary but imperfect. They can observe how a
service responds to controlled login scenarios,
but they cannot fully explain why a challenge
was or was not triggered.

5 Findings

Analyzing the 35 sources in the corpus, three
themes stand out: the move toward machine-
learning-based risk scoring, the gap between
research datasets and real-world deployment,
and the persistent security-usability-privacy
trade-off.

5.1 Theme One: Risk Scoring
and Machine Learning

The clearest technical trend is the move
from rule-based or probabilistic scoring toward
machine-learning classifiers. Earlier RBA sys-
tems used environmental features such as IP
addresses, login times, and device fingerprints
in probabilistic formulas [3]. Newer work at-
tempts to model more complex patterns using
supervised, unsupervised, and reinforcement-
learning methods.

Picard and Pierre [7] built RLAuth, a deep
reinforcement learning system that treats au-



thentication as a sequential decision prob-
lem. Tested on the CRAWDAD MPU dataset,
RLAuth achieved a G-Mean of 92.62%, outper-
forming SVM, DNN, Gaussian Naive Bayes, k-
NN, Isolation Forest, and one-class SVM base-
lines. The study is especially relevant because
it addresses class imbalance, a core problem
in authentication data where legitimate logins
vastly outnumber attacks.

Rotter et al. [6] showed that a feed-forward
neural network trained on likelihood-style fea-
tures derived from IP addresses and user-agent
strings could outperform a classical statisti-
cal baseline while reducing unnecessary re-
authentication for legitimate users. Their eval-
uation across multiple thresholds is valuable
because RBA performance depends on the op-
erating point chosen by the service. A model
that looks strong at one threshold may be un-
acceptable at another if it challenges too many
legitimate users or allows too many attackers
through.

Other studies expand the feature space.
Ashibani and Mahmoud [22] used temporal
app-access patterns for smartphone authenti-
cation. Papaioannou et al. |21, 23] incorpo-
rated accelerometer, gyroscope, and touch dy-
namics into mobile novelty-detection pipelines.
Banerjee and Singh [30] added hardware-level
signals such as MAC address binding along-
side Al-driven behavioral scoring. These stud-
ies show that RBA is not limited to web-login
metadata; it can incorporate behavioral and
device-level features when the deployment con-
text supports them.

The overall finding is that machine learn-
ing improves RBA’s detection capability, but
comparisons remain difficult. Studies use dif-
ferent datasets, threat models, thresholds, and
metrics. Accuracy alone is often misleading
because of class imbalance. A classifier can
appear accurate by labeling most attempts le-
gitimate, even if it fails to catch the rare ma-
licious attempts that matter most. Better re-
porting should include false accept rates, false
reject rates, re-authentication frequency, at-

tacker success rates, computational cost, and
usability impact.

5.2 Theme Two: Data Sources
and Deployment

RBA research often depends on datasets that
are too small or controlled to support broad
generalization. Mobile and behavioral stud-
ies commonly use a few dozen users, including
CRAWDAD MPU with 42 users [7| and Live-
Lab with 35 users [22]. These datasets help
evaluate algorithms, but they do not fully cap-
ture account age, device churn, travel, VPN
use, accessibility needs, shared devices, or ad-
versarial adaptation.

Production-scale evidence is rare. Wiefling
et al. [3] analyzed 31.3 million login attempts
from 3.3 million Norwegian users, making it
one of the strongest empirical studies in the
corpus. Their work shows that RBA can re-
duce risk at a large scale, but also that perfor-
mance depends heavily on parameter tuning
and operational constraints. The difference be-
tween a controlled dataset and a production
login stream is therefore not just scale. It is
also messy: users change phones, use corpo-
rate VPNs, travel, clear cookies, share devices,
and log in from networks with unstable geolo-
cation.

Deployment measurement studies show that
adoption remains limited. Gavazzi et al. [8]
audited 208 popular websites and found that
only 42.31% supported any form of MFA
and only 22.12% blocked an obvious account-
hijacking attempt. Wiefling et al. [4] found
that deployed RBA systems behave incon-
sistently, with challenge frequency varying
across services and over time. Makowski and
P6hn [18] similarly found inconsistent behav-
ior across major platforms.

Implementation cost is another barrier.
RBA systems must collect signals, store his-
tory, compute risk scores, select challenges,
manage recovery, and avoid becoming denial-
of-service targets. Wiefling et al. [3] reported



that unoptimized RBA can take over five sec-
onds per login, making performance a real op-
erational concern. Unsel et al. [26] showed
that even implementing a known RBA algo-
rithm in OpenStack required substantial en-
gineering work. This suggests that broader
adoption will require practical reference imple-
mentations, safer defaults, and clearer admin-
istrative tooling.

Deployment also depends on organizational
maturity. Omotade et al. [31] frame authenti-
cation as one component of a broader informa-
tion security management system. From that
perspective, RBA is not just a model or a login
feature. It depends on governance, incident
response, logging, account recovery, user sup-
port, privacy policy, and security monitoring.
Services that lack those supporting processes
may struggle to deploy RBA responsibly even
if the underlying model is available.

5.3 Theme Three: Security, Us-
ability, and Privacy

RBA succeeds only if users and administrators
can understand and tolerate it. Wiefling et al.
[9] found that RBA can be more usable than
always-on 2FA, but also that users who are
never challenged may not perceive any added
security. Jan and Khan [29] similarly found
that users prefer stronger authentication for
sensitive services, even when it adds friction.
This supports an important design principle:
users do not evaluate authentication only by
convenience. They also consider whether the
friction level matches the account’s sensitivity.

Notification design is a major weakness.
Wei et al. [12] found that 46% of users sus-
pected a legitimate RBA notification email
was phishing, and 89% preferred receiving se-
curity alerts on their phones. They also found
that 56% preferred enabling 2FA after an alert,
while 34.4% considered password changes too
burdensome. Poorly designed alerts can there-
fore reduce the value of accurate detection by
confusing users at the moment they need to

respond.

RBA can also create recovery deadlocks. If a
user must access an email account to retrieve
a code, but that email account also triggers
RBA, the user may be locked out of both ser-
vices [9]. This shows that step-up authentica-
tion and recovery workflows must be designed
together rather than treated as separate fea-
tures. A secure challenge is not useful if legiti-
mate users cannot complete it during realistic
failure scenarios.

Administrator behavior is equally impor-
tant. Markert et al. [13] showed that ad-
ministrators can misunderstand RBA thresh-
old controls and rely on defaults without fully
understanding their consequences. This mat-
ters because thresholds determine the practi-
cal balance between security and friction. A
poor administrative interface can produce in-
secure deployments even when the underlying
detection model is reasonable.

Privacy remains a central concern. Effective
RBA often depends on device fingerprints, ge-
olocation, IP history, behavioral traces, and
other sensitive signals [11]. These data can
protect accounts, but they also create track-
ing and retention risks. Wiefling et al. |[3]
showed that validated round-trip time may
substitute for some location data, reducing
reliance on precise geolocation while making
VPN-based spoofing harder. More work is
needed on privacy-preserving signals that pro-
tect accounts without creating unnecessary
surveillance infrastructure.

6 Implications and Future
Work

The literature shows that RBA is technically
promising, but future work should focus less
on isolated model improvement and more on
deployable, measurable, and privacy-conscious
systems.

First, RBA needs stronger production-scale
validation. Future studies should evaluate sys-



tems under realistic class imbalance, long-term
behavior change, account recovery scenarios,
travel, VPN use, device changes, accessibility
needs, shared-device environments, and adver-
sarial adaptation. A model that performs well
on a small behavioral dataset may fail when de-
ployed across millions of heterogeneous users.

Second, the field needs shared evaluation
standards. Current papers report accu-
racy, FAR, FRR, G-Mean, re-authentication
rate, or usability outcomes inconsistently.
A stronger standard would report both se-
curity and friction: attacker-blocking rate,
legitimate-user challenge rate, false accept
rate, false reject rate, computational cost, re-
covery failure rate, and user comprehension of
alerts. This would make it easier to determine
whether one system is genuinely better than
another, rather than optimized for a different
metric.

Third, privacy must be treated as a design
constraint. RBA systems should minimize
data collection, explain what signals are used,
limit retention, and explore less invasive al-
ternatives such as coarse-grained network fea-
tures, validated latency, anonymized behav-
ioral profiles, or privacy-preserving computa-
tion. This is especially important in regulated
environments such as healthcare, finance, and
education.

Fourth, RBA needs a better human-facing
design. Users must recognize legitimate alerts,
understand why a challenge occurred, and re-
cover safely when step-up authentication fails.
Administrators need clearer threshold controls,
safer defaults, and interfaces that communi-
cate the effect of configuration choices. With-
out better tooling, even accurate RBA systems
can be weakened by misconfiguration or user
mistrust.

Finally, future work should treat RBA as
part of a broader authentication ecosystem. It
interacts with passwords, MFA, password re-
set, account recovery, fraud detection, session
management, and Zero Trust access control.
Studying RBA only at the login prompt misses

many of the places where authentication suc-
ceeds or fails in practice.

7 Conclusion

Passwords remain dominant because they are
familiar and easy to deploy, but they are not
sufficient against modern credential-based at-
tacks. RBA improves password-based authen-
tication by adding contextual judgment: rou-
tine logins can remain low-friction, while sus-
picious attempts receive stronger scrutiny.

This review of 35 sources supports three con-
clusions. First, RBA is a technically credi-
ble approach, and machine-learning methods
can improve risk scoring compared with sim-
pler probabilistic baselines. Second, adoption
remains far behind capability; many popular
websites still lack meaningful suspicious-login
detection, and deployed systems behave incon-
sistently. Third, the RBA’s future depends
on more than classifier accuracy. Privacy ex-
posure, confusing notifications, recovery dead-
locks, administrator misconfiguration, and in-
consistent evaluation standards all limit real-
world effectiveness.

RBA should therefore be understood not
as a password replacement, but as a bridge
between static authentication and continuous,
context-aware security. Its value lies in balanc-
ing protection and friction. That balance is
fragile, and the next phase of research should
focus on proving that RBA can be deployed
at scale in ways that are measurable, privacy-
preserving, and trusted by users.
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